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 Part 1: Preservation 

Terms to Know: 

 Data Mapping: The 
process of identifying and 
recording the location and 
types of ESI within an 
organization’s network and 
policies and procedures 
related to that ESI. 

 Spoliation: The 
destruction or alteration of 
data that might be relevant 
to a legal matter. 

 Custodians: The person or 
entity that is responsible 
for, has administrative 
control over, or has access 
to electronically stored 
information (“ESI”). 

 Meta Data: The data about 
the data. Contextual 
information about 
computer files that helps 
explain how/when/where/
why they were created. 
Can determine authenticity 
of data. Examples: sender, 
recipient, author, date, 
directory paths, last-
modified dates, and 
created dates. 

Be Precise 

• Counsel should apply a standard of reasonableness and proportionality to their 

preservation demands and efforts; weighing the costs and burdens with preserving 

the ESI against the value of the dispute.2 

• Preserving each instance of ESI may not always be reasonable2 and can create 

costly burdens. Vast volumes of data can disrupt case efforts, driving attention 

away from the merits of the litigation and consuming valuable resources.   

• Courts have recognized preservation is not endless and does not require an 

organization to “preserve every shred of paper, every e-mail or electronic document, 

and every backup tape.”3 

• Legal teams should avoid issuing a Litigation Hold Notice directing an organization 

to simply preserve “relevant evidence” without providing guidance of what kind of 

evidence is material to the potential litigation.4 
  

Issuing 

• A good legal hold notice should clearly identify the reason for the hold, prohibit the 

destruction of relevant documents, and should identify what sort of information is 

considered relevant.  

• Put the Preservation Notice in writing, with clear instructions to suspend automatic 

deletion and clear instructions on what should be preserved. 

• Remind your client of the consequences of disregarding the legal hold, and advise 

the client that if questions arise about whether something may be relevant, they 

should check with you before modifying. 

• Open communication with the client will help ensure all relevant data sources are 

discovered and relevant information is retained on a continuing basis. 

• Include a process to track custodians’ receipt of the notice, responses to 

questionnaires/surveys, any comments or notes regarding communication with the 

custodians, etc. 

Preservation is the process of retaining physical and electronically stored 
information (ESI) in anticipation of litigation. A preservation policy should 
consider defensibility in court, managing large data volumes, not disrupting 
other business practices , and keeping legal teams focused on the merits of 
the litigation.  
 

Defensible 

• There are various ways to preserve ESI, and preservation is most commonly initiated through a legal hold. A legal 

hold is the process initiated by the legal team instructing relevant data owners, or custodians, to retain specified ESI 

in anticipation of litigation. 

• Parties should take reasonable and proportionate steps to preserve “relevant and discoverable ESI within its 

possession, custody or control. “1 

• When determining scope, consider the issues of the matter, accessibility of the ESI, proportional value of the ESI, 

and cost and burden associated with preserving the ESI.1 

• Consider all your client’s sources of data. Beyond just e-mail, there are data sources continuously emerging such as 

collaborative communication software like Microsoft Teams. Creating a data map can assist with this process. 
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Preservation Checklist 

(1) FOCUS ON THE KEY CUSTODIANS AND DATA  

Matters can involve an extensive list of custodians and large volumes of data from numerous sources. It’s helpful to 

start small and scale up. There will be key custodians and highly relevant data that can be identified at the onset of the 

matter and this should work as a starting point to focus our initial efforts on. Starting overly broad can lead you to over 

preserve, incur excessive costs, and distract from what actually matters.  

 

(2) ISSUING LEGAL HOLDS  

With a narrow scope to start, legal holds should be issued swiftly. This ensures that custodians who may have relevant 

data are accounted for and can be continuously added to the legal hold as our scope expands. This can be 

accomplished easily, with a streamlined and standardized legal hold process. Include a process to receive and track 

acknowledgment from the recipients.  

 

(3) DEVELOP AN INTERVIEW PROCESS  

Custodian interviews should have a routine process. Ideally, use a standardized interview template that includes the 

basic questions that apply across matters. For example: 

• Does custodian use cloud-based data sources?  

• Does custodian have physical documents related to the matter? 

• Does custodian have a personal email account related to the matter? 

• Does custodian have a Thumb drives, external drives, shared drives/sites, cell phone/text messages, etc.? 

Custodian interview answers should then be centralized so they can be readily accessed and acted upon quickly. 

 

(4) ALL PRESERVATION STRATEGIES ARE NOT EQUAL 

As the importance of custodians and data will vary, our preservation strategy should align accordingly. Some 

approaches, such as collecting the data as a means of preservation can create overwhelming volumes of data and cost 

burdens. Typically, this approach should not be applied universally and be reserved for the most relevant data. An 

immediate collection could be necessary if the custodian is leaving the company and to ensure they do not clean off 

computer or there is very high suspicion that it will go forward to litigation. Preserving in place is a viable option for our 

second-tier of custodians and data, that are likely to have relevant data in their custody or control. Preservation in place 

can be very useful when the data is not stored locally, such as email accounts, sharedrives, or collaborative messaging 

applications. Then for our broader scope, issuing a legal hold to the remaining custodians until we are able to determine 

their degree of relevancy to the matter. To support your preservation process, you should have the ability to put a hold 

on systems and individuals email, laptops, etc., so that normal retention policies no longer apply.  

 

(5) MAINTAIN A CENTRALIZED CUSTODIAN LIST  

A centralized list of custodians that notes their legal hold status and association in matters throughout your 
organization will allow you to monitor their preservation status and determine when we can release them from the legal 
hold. Organizations may have multiple matters simultaneously, with a custodian being involved in more than one at the 
same time. With a centralized custodian list, we can ensure that we are not prematurely releasing a custodian from the 
legal hold.  

 

(6) RELEASING LEGAL HOLD 

Equally as important as issuing legal holds, is ensuring we release them. With our centralized custodian list, we monitor 
custodians’ involvement in various legal holds and determine when and who we can release as matters settle. Failing to 
release legal holds can create undue burden on custodians and develop into over preserving. This will create excessive 
storage, hosting, data management, and data security obligations and costs. A process should be developed to 
determine when a custodian can be released from the legal hold. Additionally, outside or opposing counsel should be 
managing data that has been produced accordingly and providing certifications of deletion. 
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